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 IF IT LOOKS TOO GOOD TO BE TRUE…

TheThe old-fashioned shopper’s rule of thumb “buyer 
beware” still applies in the digital marketplace. If 
you’re being offered a top-of-the-line item for an 
unbelievably rock-bottom price, it may really be too 
good to be true. Do additional research about the 
vendor before buying. At the very least, check for a 
phone number and street or mailing address so that 
ifif there are any problems with your order, you have 
someone to contact.



USE A GOOD 
ANTI-MALWARE 
PROGRAM
Many people ignore the 
advice to install anti-malware
software. It is critical that 
online shoppers secure their online shoppers secure their 
PC from viruses and other 
attacks.

MAKE SURE THE ORDER 
CHECKOUT AREA 
IS ENCRYPTED
Before you purchase anything 
from a website, verify that the 
vendor has encrypted its payment form. Many sites use vendor has encrypted its payment form. Many sites use 
SSL (secure sockets layer) technology to encrypt 
information flowing between your computer and the store’s 
server; this is typically indicated with a padlock icon and a 
web site address that begins with “https:” instead of “http:”.

PRINT OR SAVE A COPY OF YOUR ORDERS
It’s always a good idea to keep documentation of your online 
purchases. Most retailers will send you an email or refer you 
to a web page with a confirmation of your purchase; this
page should include a purchase receipt and a confirmation page should include a purchase receipt and a confirmation 
number. Print or save the confirmation and keep it until you 
receive your product.

CHECK YOUR 
STATEMENTS OFTEN
To ensure that no unknown or 
fraudulent charges have been 
posted to your accounts, check 
your statements every month. If 
you see a charge that looks out you see a charge that looks out 
of the ordinary, report it to your 
bank immediately.

USE STRONG 
PASSWORDS
Passwords can be 
the best security 
defenceswe have, 
but if they’re not 
created properlcreated properly, a 
hacker can easily guess them. 

SHARE PAYMENT INFORMATION 
ONLY WITH REPUTABLE VENDORS
Be careful about who you’re giving 
your payment details to. If you’re not 
entirely sure whether the retailer 
you’re visiting is reliable, do some 
research or use a third-party payment research or use a third-party payment 
processor such as PayPal or Google 
Checkout. 

TAKE MEASURES TO PROTECT YOURSELF 
IN THE DIGITAL MARKETPLACE


